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Abstract. Automotive architectures are evolving with increased com-
putational power and network connectivity, including mandatory
updates. This transformation enlarges the attack surface and in-
creases security risks that impact safety. This contribution investigates
the security offautomotive network architectures (ANAs)|and application
protocols via formal modeling and verification approaches. The focus is
on resilience against a strong adversary that is capable of partial com-
ponent and network compromise. The key questions that are addressed
include the formal modeling of [ANAs| the impact of compromised com-
pounents, and the comprehensive evaluation of [security properties (SPs)|
[Attack Resilience Hyperproperties (ARHs)|are introduced to model com-
plex that involve compromised components. A prototype tool,
[ACT] is provided for the analysis of with the
Additionally, a scoring system is proposed to evaluate the robustness of
architectural variants. The real-world applicability of these approaches
is demonstrated through a case study involving an and a secure
log file upload protocol.

Keywords: Formal Verification - Hyperproperties - Automotive Secu-
rity - Network Architectures

1 Introduction

Motivation Automotive architectures have evolved from numerous lelectronid
[control units (ECUs)| [26] with limited computing capabilities to network con-
nected, centralized high-performance computer platforms [12]. Modern vehicles
connect to numerous external entities via the Internet, using mobile communica-
tions and Wi-Fi through their telematic control unit (TCU)| [26]. This transfor-
mation is driven by legislation and regulations like UNECE R156 that mandate
software update management systems and over-the-air updates [25]. However,

the increasing connectivity challenges the development of secure
[work architecture (ANA)| and expands the attack surface. Previously isolated
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are now internet-connected, including backend systems [27]. For instance,
updates can reprogram firmware in safety-critical areas over the internet,
which introduces new threats. An attacker that manipulates updates could gain
control of the most safety-critical and pose significant risks [21I] to pas-
senger safety by, for example, detonating the airbags [10].

Countermeasures are being implemented to reduce the attack surface. In-vehicle
functionality is segmented into domains [5II5] based on safety-criticality [13].
Complementing segmentation, zero trust architecture (ZTA)| and [trust bound-|
[ary (TB)]approaches enhance component security and are already being incorpo-
rated into[ANAS|[17/13]. Demonstrating the security of an[ANA]and its protocols
is challenging due to the increasing complexity and connectivity. Even so, the
high safety, security criticality as well as laws and regulations [6] mandate secu-
rity against active attackers in partial compromise scenarios. Formal verification
enables to unambiguously prove or disprove security aspects. [S[28].

Research Questions and Contributions Our investigation into secure[ANAg|
is based on specific research questions. We focus on automotive architectures
with network segments following [ZTA] and [TB] approaches. Protocols of interest
facilitate communication between the vehicle and external partners via the inter-
net and involve numerous participants. Of particular relevance is the resilience
against active attackers and partial compromises of the architecture. For this
contribution our primary objective is to validate the [security properties (SPs)}
e.g. secrecy of message content, of these protocols and architectures using [formal

We derive the following research questions:

RQ1 How can[ANAS, their application protocols, and aspects such as[ZTA4]
&[TB be formally modeled?

RQ2 How does compromising architectural components (protocol participants
and network segments) affect overall protocol security?

RQ3 Can we identify critical points for the attack resilience concerning the
desired [SP9 of a protocol or the architecture as a whole?

RQ4 Is it feasible to provide a comprehensive evaluation of the architecture
concerning the validity of [SP4 relevant to its protocols?

We propose 3 main contributions that extend existing approaches for formal
verification of security protocols to address the identified research questions. C1
We propose a structured approach for formally modeling and associated
application protocols with a strong focus on internet-connected automotive ar-
chitectures. Our versatile approach is also applicable to cyber-physical systems
and general network architectures. It is based on the symbolic and
[model (DY-model)| which is also used by the [Tamarin Prover| that we utilize for
verification. Unlike the computational model, these models assume perfect un-
derlying cryptography [4], but the adversary controls the network and can drop,
inject, modify, and intercept all messages in that network [I]. We extend the clas-

sical [DY-model| (Fig. [1) to better align with our unique network topology and
domain-specific setup. Therefore, we introduce a new adversary model, referred
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to as the[‘Compromised Automotive Realm” model (CAR-model)| (Fig.[2) | As a
novel feature it allows us to consider fine-grained active component and network
subsegment compromisﬂ In our approach communication paths and areas can
be partially compromised, which allows us to study the impact of [ZTA] and [TB]
approaches, which are used to prevent data breaches and limit internal lateral
movement [23]. are logical separations between components, for which the
trust status of subjects changes. They essentially segment the network [I7]. We
provide design patterns and structured modeling abstractions for to
support these modeling efforts for RQ1.

Knowledge extraction in different adversary models

'
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Fig. 1: [Dolev-Yao model| ~ Fig. 2: 'Compromised Automotive Realm” modell

C2 Our second contribution is a framework for evaluating[ANAg under active
compromise scenarios, based on the validity of [SPgin their application protocols.
Building on the modeling approach in C1, we extend security protocol verifica-
tion to analyze and evaluate active compromise scenarios using
which are system properties that extend formal verification by quantifying
over multiple execution traces to specify complex security and privacy proper-
ties [I]. They generalize relationships between different traces instead of focusing
on individual execution traces [22]. As the first of two main contributions, we
introduce new security [HP] in the form of [Atfack Resilience Hyperproperties|
(C2.1) to address RQ2-3. We extend the security verification that is
possible with the [Tamarin Prover (Tamarin)|to analyze an adversary’s capabil-
ities to break desired [SPs|in all possible compromise scenarios. Grouping traces
into sets based on compromises enables the verification of and allows us
to verify to derive previously unattainable insights. This facilitates the
analysis of how entities (e.g. protocol participants) and domains (e.g.
network segments, or subnetworks) contribute to the invalidation of
We propose four [ARHs| with the first two delineating minimal compromise sets
and single points of failure critical in breaking [SPs| We can identify components
and network segments whose compromise does not affect the validity of and
are not responsible for compromise. The final [ARH] represents necessary but not
sufficient compromise scenarios. While necessary, these components alone can-
not invalidate the tested [SP| and further compromises are needed.

Insights from the systematic evaluation of enable comprehensive assess-
ment of architecture and protocol combinations regarding the desired We
propose a score (C2.2) for this assessment that facilitates comparisons between

3 In this paper, only the extraction of content is addressed. Manipulation and injection
are carried out analogously.

4 Ie. the active (partial) takeover of network segments and control devices, as opposed
to participation in network traffic.
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different architecture and protocol variants. The score is derived from sub-scores
for application protocols and [SP] validity by considering necessary compromises
relative to protocol and architecture complexity. This evaluation addresses RQ4.

C3 We complement, the theoretical contributions of C1 Structured Approach
and C2 Framework by our prototype implementation [Extended Adversary ComA
promise Tool (ExACT) It enables evaluating relevant application protocols and
associated for given Our tool extends the [Tamarin Provers| capabil-
ities for and enables the examination of architectures and protocols under

active compromise scenarios concerning natively supports [HP]
verification only for observational equivalence [14]. To enable further capa-

bilities for we implemented as a wrapper. includes a
preprocessor for input data, automated verification of protocols and under
compromise scenarios, evaluation and extraction of and a web interface
for result visualization. Thus, we automate all the steps that follow system mod-
eling and graphically present the results. We assess our contribution and verify
its success in addressing the identified research questions using a case study from
the automotive domain. We use an exemplary [ANA] with real-world relevance
and a sample protocol for the secure upload of log files from a radar [ECUP| to
the backend. We utilize our proposed framework to transform the [ANA] and
relevant protocol of our case study into a model that incorporates our
extension properties and rules. We preprocess the model with
automatically verify the calculate a score for the architecture, and post-
process and visualize the results. An analysis of the results confirms that our
contribution facilitated the resolution of the research questions.

Structure We first present our Case Study (Sect. , examining the proposed
exemplary network architecture and protocol. In Formal Verification Framework
(Sect. , we introduce our modeling framework, verification conceptual basis,
and result evaluation methodology. In Prototype Implementation (Sect. we
validate our framework and implementation using our prototype Related
Work (Sect. compares and distinguishes existing approaches and concepts
from our contribution. The Conclusion and Outlook (Sect. [6) reflects on our
contribution, addresses research questions, and provides an outlook.

2 Case Study: Automotive Network Architecture

Network Architecture We pre- . iyemal  inicomediate  Tnternet-Facing Backend
sent a simplified (see Fig. [3) | (EacCasc)erb{ T Wihtom ) Routerj—(TCU e —b{Tavee]
to serve as a case study and to illus- = =~ e e T

Car Internet

trate our contributions. This archi-
tecture removes non-essential com- Fig. 3: Exemplary simplified
ponents and focuses on core aspects like vehicular segmentation and external con-

nectivity [12IT9129]. The abstraction level is based on our [CAR-model| (Fig. 2).

® The radar exemplifies a safety-critical unit related to vehicle control.
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The architecture is divided into two components: the Car and the Internet[]

Communication flow is bidirectional between protocol participants (entities) con-
nected (by arrows) along the network segments (domains). This allows for com-
munication filtering between domains in accordance with approaches [23].
The Backend is an independent, encapsulated network segment. Entities can
communicate within and with adjacent segments. Communication pathways are
abstracted from the underlying technology (e.g., Ethernet or CAN). Security
and susceptibility to compromise are relevant for our verification framework.

The Internet contains the Backenaﬂ including the Target, as the protocol com-
munication partner. The Car is divided into three domains, based on [ZTA] prin-
ciples, with varying levels of safety criticality. Criticality decreases from left to
right (Fig.[3), with the most critical components, like radar [ECU] on the left and
the infotainment system on the right. The least critical domain, Internet-Facing,
contains two[ECU]entities: the[TCT] which acts as a modem communicating with
internet endpoints like the backend via cellular network, and the Router, which
directs data to the appropriate communication partner. Communication occurs
openly within segments. Domain compromise grants the adversary abilities in

our analogous to the [DY-modell
Communication flows via the [transmission gateway (TGW)| situated in the In-

termediate domain, connected to the router. This [ECU] features an integrated
lhardware security module (HSM)| which holds key material | The trans-
mits communication to the most safety-critical Internal domain. Within this
domain is the UseCase{ECU] that initiates the protocol with the Target.

Protocol Description Our proposed protocol (see Fig. [4)) exemplifies com-
munication between an in the most safety-critical domain (Internal) and
the Backend. Specifically, this protocol uploads log files (~If ) containing teleme-
try data from a radar (UseCase) to the corresponding application in the
backend (Target). The protocol design is inspired by real-world scenarios but
simplified for illustrative purposes (e.g., by reducing it to a single communica-
tion direction). The principals of the protocol are the participants introduced
within the architecture framework (Figure . The security goal of the protocol
is the secrecy of the transmitted ﬁleEI We require that a public-key infrastructure
exists, through which the protocol participants can obtain key pairs for asym-
metric encryption.

During the initialization phase, a symmetric key (~sk), which is previously stored
in the[HSM] is distributed by the[TGW]to both UseCase and Target. The[TG W}
which is in the Intermediate domain, encrypts the key with the public key of the
respective receiving entity and transmits these encrypted keys to the entities in

5 Currently, these are logical groupings, which may become relevant for modeling
overall vehicle compromise.
" Various entities and domains can be included in the backend to model complex
protocols and compromise scenarios analogous.
8K isioni duri ducti th h ad d protocol
ey provisioning can occur during production or through advanced protocols.
9 Additionally, it is possible to verify other relevant properties, such as integrity.
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the Internal and Backend domains. The entities decrypt the received message
using their private keys to gain access to the symmetric key.

The core protocol for transmitting the UseCase TgwWithHsm Router  TCU __ Target
log file is then executed. The Use- [we ] | | [ ] | [ ]
. Fr(~sk)
Case wraps the log file using the pre- .
. . . . eSk=aenc(~sk,$pkUC)
viously distributed symmetric key and ~
. . e

encrypts it with the router’s pub- [Ziadectesk-kuo)
lic key. During transit the encryp- | [[Scamcteksown]| | | |
tion is partially removed, and the Sk ok =
wrapped log file is re-encrypted. [TBs] ~sk—adec(eSk,~kT)
as domain borders, serve as check- Fr(-1f)

- . wLf=senc(~If,~sk)
points to inspect the payload and fil- |ewLi—acnc(wLipkr)
ter or forward messages as necessary, ewit | owir
rather than using continuous jend-to- wLi=adec(eWLE,~kR)
transport encryption. Our exem- T

. . . . . e =aenc(wLf,pk'

plary implementation is simplified for o
clarity by omitting verification at do- Fr(-If)

. .. wLf=adec(eWLf,~kT)
main transitions. The encrypted and ~f=sdec(wLf,~sk)

wrapped log file is transmitted from "
the Internal domain along the com- Fig. 4: Logfile-Upload Protocol
munication chain to the Router in the Internet-Facing domain. It is decrypted
using the private key and passed within the domain to the TCU, which re-
encrypts the symmetrically wrapped log file with the Target’s public key and
transmits it to the Backend. The Target receives and decrypts the wrapped log
file using first its private and then the symmetric key. The goal is to verify
whether the log file remains secure (i.e., not exposed to adversaries) despite po-
tential compromise. The threat model assumes that the attacker can compromise
entities, which takes over these protocol participants, their messages, and their
internal knowledge. The attacker can also control individual network segments,
which allows him to gain control over the transmitted messages.

3 Formal Verification Framework

We extend the formal verification of in protocols of with a focus
on active partial compromise. To this end, we incorporate [ZTA] concepts and
controlled compromise of protocol participants as well as network segments. We
derive from verifying under active compromise by externalizing and
iterating over compromise scenarios. Our method provides insights into the in-
volvement and interaction of components in invalidating[SPs|and allows concrete
assessments of architectures.

Approach Formalization We define the structural components relevant to ar-
chitecture and protocol modeling, including the segmentation of entities within
the network, communication channels, and the extension of the attacker model.
We then present our framework for the formal verification of
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The architecture serves as the fundamental component and is represented as a
directed graph A = (E, L, D), in which the finitely many nodes F denote entities
(e.g., and backend services), the edges L ¢ E x E model the (directed)
communication links between them, and the partition D of the entities E rep-
resents the domains or specific network segments. We assume that (e,e) € L
for every e € E, so each entity has a link to itself, which we utilize to model
internal computation using messages to itself. We additionally include a special
node e4 € E for every domain d € D, that possesses no links, as it will be useful
for modeling compromise later. Since nodes now represent entities as well as
domains, we introduce object as a collective term. A message m = (I,¢) € L x N
consists of a link [ € L along which it is sent and its contents ¢ € N (usually
a cryptographic nonce from a set N of random numbers). The finite set of all
messages is denoted by M. As already indicated internal computations of an
entity e € E (e.g. en- and decryption of messages, generation of nonces, and
hashing) are modelled by messages of the form ((e,e),c) and can lead to new
stored values or knowledge from a finite set K.

The dynamic possession of knowledge is modelled by a [Deterministic Finite-|
[State Automaton (DFA)| [3I] with special state set Q = S x P(K) for a finite
set S. The first and second component of each such state (s, K') € Q model the
internal state s € S and the currently possessed knowledge K’ ¢ K, respectively.
Such a[DFA]is a tuple (Q, A, qo, 6, F) with Q = SxP(K) for some finite set S, an
alphabet of actions I € M, an initial state qo = (so, ko) € @ indicating the initial
internal state sy and initial knowledge kg, a transition function 6:Q x A — Q,
and set of final states ' € ). As usual, the transition function § is extended
to A:Q x A* - Q via A(q,¢) = ¢ and A(q,aw) = A(d(q,a),w) for every g € @,
acA, and we A*. We will not utilize the final states F.

To model the entities’ dynamic behavior in the form of message content, we
associate to each entity e € F such a T(e). For the domains d € D, we
do not utilize those automatons T'(ey), i.e. their state and knowledge is not in-
fluenced by any messages. Normally, transitions in T'(e) = (Q,.A, 0,0, F) only
occur on messages that involve e as sender or receiver; i.e., the entity only reacts
to messages that involve themselves. However, we avoid that distinction and
assume that universally A = M and 6(q,a) = ¢ for all messages a € A that do
not involve entity e. In other words, the state (and knowledge) of the automa-
ton T'(e) associated to object e simply does not change for messages that do not
involve e as sender or receiver. For theoretical convenience we assume a special
content tick = 0 that when sent as a message (I,tick) along any link [ € L causes
no reaction whatsoever by any object (i.e., no entity or domain changes state or
knowledge).

A protocol is now simply a finite sequence w € M* of messages. Each entity e € E
reacts to this protocol in the following manner. Domain entities eq with d € D do
not possess links and therefore do not occur directly in messages; i.e., they have
no relevance for the regular protocol execution. Let T'(e) = (Q, M, qo, 0, F') be the
[DFA] associated to e. The knowledge possessed by e after executing protocol w
is K(e,w) = K', where A(qp,w) = (s,K"). In other words, it is the knowledge
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encoded in the state attained after reacting to the messages constituting the
protocol. The protocol w is walid if for every prefix w'((s,r),c) of w with fi-
nal message ((s,7),c) we have ¢ € K(s,w’). In other words, a sender can only
send part of its current knowledge as contents, but all entities can generate new
knowledge (e.g., new nonces or keys) as part of their transition function.

A compromise is simply a subset C' € F of the entities and domains that are
assumed to be compromised and controlled by an adversary. We utilize our pro-
posed (Fig. . Every message sent to or from the compromised
entities e € F' can be intercepted by the adversary. Also, all messages ((s,r),c)
sent to or from a compromised domain d € D (i.e., eq € C and {s,7} nd # @),
can be intercepted by the adversary. Additionally, all information available to
all compromised entities can be compromised by the adversary. In other words,
all contents of messages received or sent by a compromised entity as well as
from or to a compromised domain are immediately known to the adversary. In
addition, the adversary knows the internal state and knowledge possessed by the
compromised entities. In the following, we fix a compromise C. Although we will
only discuss secrecy in this contribution, we prepare the formalization to handle
active attacks utilizing the compromised entities as well. We plan to extend our
approach to these scenarios and thus allow adversarial actions already in our
formalization. To keep the formalization simple, we assume that the adversary
will not change the behavior of any entity, rather disabling compromised entities
completely and reacting on their behalf.

In other words, once an entity is compromised, it performs no further actions on
its own besides receiving messages, whose content is then immediately known
to the adversary. Instead, the behavior of the compromised entities is now com-
pletely controlled by the adversary that can inject messages using any compro-
mised entity as sender. Additionally, the adversary can inject arbitrary messages
from and into compromised domains. For the generation of these injected mes-
sages it can utilize any knowledge that it possesses; i.e., it is not limited to the
knowledge possessed by the sending entity.

To allow the adversary to generate these injected messages out of turn, we define
an ezecution trace as an even-length sequence w = mymjmams---m,m., € M* of
messages such that all messages m},...,m, are completely controlled and in-
jected by the adversary. If the adversary does not actually want to inject a
message, then it injects the special message (e, e, tick) for any entity e € C' that
it compromised. Since this special message causes no changes, it can be used
to model that the adversary does not act at this time. The adversary controls
all the messages at even positions in an execution trace, but in addition it is
also responsible for all messages m; = ((s,7), ¢) such that s € C; i.e., all regular
messages with a compromised sender, and {s,r} nd # @ for some ¢4 € C' with
d € D; i.e. spoofing sender or receiver in compromised domains. As expected the
non-compromised entities are oblivious to the distinction between injected and
regular messages and act normally according to their dynamic behavior (i.e.,
perform the expected state transitions according to their assigned . Thus
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an execution trace w is valid for C if

; K(s,w") ifs¢C
c

Uecec K(c,w") otherwise
for every prefix w’(s,r, ¢) of w. Once again a normal entity can only send contents
that it knows, whereas compromised entities can utilize the knowledge of all
compromised entities.

Given a compromise C, [security property|.S, and an execution trace w that
is valid for C we write w E¢ S if the property S is fulfilled for the execution
trace w. Moreover, for a given set L of execution traces that are valid for C, we
write L £¢ S if w E¢ S for every w € L. Subsequently, for every language L € M *
we let

C(S,L)={C c E|w#c S, valid execution trace w € L for C'}

be the set of compromises that yield a valid execution trace of L that violates
the S. Its complement is C'(S,L) = P(E) \ C(S,L) and these scenarios do
not permit a violation of the SP S.

3.1 Conceptual Basis and Result Evaluation

The analysis of protocols with involves an adversary model, which de-
faults to an abstraction of the symbolic- and in which malicious
behavior and communication access is allowed to take place over one cohesive
network. In the context of verifying which rely on segmentation and de-
lineation, such as in [ZTA] it is necessary to extend the communication schema.
Instead of using an open network we introduce communication channels that are
analogous to the domains in the architecture and model communication within
and between these domains. Additionally, the capability of compromising net-
work segments is introduced to re-enable adversary behavior in communication.
To model communication of with non-public communication paths and
segments using [Tamarin] specific rules for modeling channels are required. To still
allow the attacker access to the channel messages, we must also model rules for
compromise of the channel communication, which extends the attacker model.

The standard adversary model in involves network interaction to com-
promise protocols and verify invalidating [SPs| but does not incorporate the com-
promise of protocol participants themselves. In automotive architecture models,
it is expected that can be compromised [I1]. This is particularly relevant
because may possess secret knowledge, such as keys, which can assist the
attacker in invalidating Therefore, beyond the compromise of communica-
tion flow in the network, the compromise of entities should be included in the
attacker’s threat model and thus in the modeling. To examine under par-
tial compromise scenarios, an extension of the capabilities of the adversary is
necessary. We extend these capabilities to include active control of components,
which allows the attacker to extract and modify internal knowledge and states
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from the compromised components and utilize the internal functionality of these
entities. We introduce these attacker capabilities extensions, compared to the
in the form of our (Fig. . To limit the complexity, the
current attacker model is restricted to the extraction of knowledge within the
compromised scope.

The systematic analysis of possible compromise variants enables the derivation

of concerning the of the protocols.

[Attack Resilience Hyperproperties| In this section, we detail the identified
We extract these based on the evaluation of [SP] S in regard to proto-
cols for a given architecture A under all possible compromise scenarios C. We
can examine the validity of the evaluation results C'(S, L) concerning a in
relation to (all) other result elements. We identify four relevant for eval-
uating the role of individual components on and identifying critical points
for protocols. For the properties at hand, monotonicity largely applies concern-
ing their evaluation results, meaning that an existing compromise invalidating S
will lead to all supersets invalidating S as well. This does explicitly not hold for
Necessary but not sufficient (Definition , making algorithmic optimization of
the evaluation non-trivial.

The first [ARH] identified is Necessary but not Sufficient for Compromise.
This describes compromise scenarios necessary as part of a multi-step compro-
mise to invalidate the [SP} These are particularly useful in complex protocols
for identifying critical components. Intuitively they are those minimal compro-
mise scenarios A that do not invalidate a security property but are subsets of
invalidating scenarios C.

Definition 1. Necessary but not sufficient

NBNS=min{A ¢ C(5,L)|3C ¢ C(S,L): A< C.C~ Ac (5, L)}

The next identified [ARH| is Never Responsible for Compromise, which are
compromise scenarios A € C(S,L) that do not invalidate the and C'\ A«
C(S, L) for every superset C € C'(S, L) that invalidates the In other words,
the difference C \ A is responsible for the invalidation. This describes scenarios,
in which a given compromise never causes or affects the invalidation of the [SP]
which allows the identification of non-critical components.

Definition 2. Never responsible for Compromise

NRFC={AeC(S,L)|VCeC(S,L):AcC implies C~AeC(S,L)}

The next [ARH| Minimal Compromise describes the minimal compromises
necessary to invalidate the (i.e., no proper subset of them still invalidates the
property). This enables the identification of critical components for the security
property within the protocol and the architecture.
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Definition 3. Minimal Compromise Subset

MCS=minC(S, L)

A special case of this property is the Single Point of Failure, which is charac-
terized by a singleton compromise that invalidates the [SP] This [ARH]is signif-
icant because a single entity alone is responsible for invalidating the [SP] These
are typically the sender and the receiver in sender-receiver protocols.

Definition 4. Single Point of Failure
SPOF={CeC(S,L)||C|=1}

Score based Evaluation The [ARH]evaluation provides meaningful evaluation
for architectures and their protocols. We offer a score to compare different ar-
chitectures or modifications under consistent or evolving protocol requirements
and associated This summarizing score comprises individual scores for the
protocol’s within the architecture, forming a comprehensive basis for evalu-
ating application protocols against desired The architecture’s score is based
on the same data as the [ARH| evaluation. Our contribution extends component
compromise to parameterized controlled evaluation of all compromise scenarios,
crucial for creating and calculating the overall scoreE

m Our score 5 enables the evaluation of all for all pro-
Zi:z(wcv : pr) ¢ . . . .
==E————~ tocols of a given architecture A using a modified form of

Lizg Wz the weighted average mean, to account for protocols with

different amounts of steps and corresponding attack surface. The overall score
intuitively is the sum of the architectures protocols scores sp, weighted by w,,.
The score sp,. for a protocol is defined as sp, = ﬁ Z?:Z 5z,z, Where every s, . is a
[SPJs score of the protocol. Or in other words a protocol score sp, is the average
of its scores.
The score s, , for a S is defined as mingpros|cl/p. where minceprcos|cl is
the smallest number of objects (i.e. entities and domains) necessary to inval-
idate the [SP] Essentially the cardinality of the smallest set of the [ARH] min-
imal compromise scenario. We define the involved parties for the protocol as
Do = |ex Udyl|. e, defines the relevant entities e, = {s2,...,8n,71,...,7n-1} for
protocol P = ((s1,71),¢1)*((8n,7n),Cn), 1.€. the protocols entities excluding
sender and receiver. We define d,, = {d € D | Je € e, : e € d} with d, containing all
domains, that occur in the protocol. This value thus refers to the ratio of compro-
mise elements needed for invalidating the [SP]to the total number of components
(i.e. entities, domains) involved in the protocol, excluding sender and receiver.
The individual protocol score sp,, the protocol |S_'P'[s score s, , and the overall
score § are real numbers confined to the interval [0,1]. An overall score value §
closer to 1 indicates higher security of the examined architecture concerning its
protocol’s under active component compromise. The evaluation is based on
the components necessarily compromised to invalidate the [SP} considering the
total number of components in the architecture.

S =

19 Reviewing all compromise scenarios is necessary because monotonicity of results for
subsets and supersets does not apply to all
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3.2 Limitations

Our approach for modeling and verifying security architectures is not protocol-
agnostic. The security of the architecture depends on the of its communica-
tion protocols. Thus, this limitation is a logical consequence, not a hindrance.
Compared to existing adversary models, particularly when using M (de-
faulting to @, actively modeling component compromise is necessary
for the [CAR-modell We propose design patterns within our structured model-
ing approach to address this. In addition, we currently use a passive attacker
that only extracts knowledge. For the validation of security properties such as
integrity, the extension to an active attacker is necessary.

Our approach to evaluating is relatively naive, involving the assessment
of all possible compromise scenarios. Although verifying all possible compromise
scenarios affects performance, this straightforward method facilitates the proto-
typical implementation and practical validation of our contribution.

If a[SP]is invalidated by a counterexample, [Tamarinfs heuristics do not neces-
sarily provide a minimal trace [S]E A local minimum for invalidating can
be found, minimal in terms of necessary compromises but not in trace length.
Finding the global minimum is not guaranteed, but it is not required for [ARH]
analysis. Thus, it is reasonable to analyze based on Evaluations re-
quiring comparative analysis of traces are not practically feasible at this technical
state of development.

4 Prototype Implementation “ExACT)’

We demonstrate the practical applicability of our contribution regarding the
structured modeling and framework for analysing [ARHs|in and associated
protocols (see Sect. , achieved through our prototypical tool Our case
study serves as the basis for the evaluation (see Sect. [2).

rule Channel_Send:

[ ChOut(fD,tD,fE,tE,m) ] rule Tgw_SecretKeySetup:
-->[ !'MOnCh(£fD,tD,fE,tE,m) ] [ Fr(~sk), !Tgw($Tgw) 1
) --[ Sk(~sk), InitSK(~sk), ...]1->

rule Channel Receive: [ 'PrivSt_Tgw_GenSk($Tgw,~sk) 1

[ !'MOnCh(£fD,tD,fE,tE,m) ]

-->[ ChIn(fD,tD,fE,tE,m) 1] rule Tgw_LeakSecretKey:

[ !PrivSt_Tgw_GenSk($Tgw,~sk), !Compr ($Tgw) ]

/* analogous: tE, From-/tD */ ~->[ Out(~sk) 1
rule Channel_CompromiseFrom:

[ !Compr (fE) , 1HOnCh (£D,tD,£E,tE,m) Listing 2: Internal Knowledge Compromise

1--[ ComprHappened(m) 1->[ Out(m) ]
Listing 1: Channel Rules

Rules Excerpt

Formal Architecture and Protocol Model We present our structured mod-
eling approach for the case study, focusing on aspects necessary for analyzing

[ARHS in [ANAg with [ZTA] aspects and based compromises. To accu-

rately represent and model the necessary network segmentation due to various
physical entities (e.g., the vehicle versus the backend) and the use of and

1A minimal trace refers to a counterexample with the fewest necessary steps.
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we utilize channels modeled via rules (Listing[1)). These extend the channel

model proposed as a design pattern in the arin| manual [3].
rule TOU_PassEncrypted: 01.11" extension includes defining thg correct
let im = <’ENC_LF’,wLf> domain of the message sender and receiver, en-
nEWLf = aenc(wLf,pubkTarget) : : E.
om = <’ENC_WRAP_LF’ ,nEWLf> abling model.lng. of message transmission be-
in tween and within domains. We use a network
hIn(InternetFacing(), : : -

C E n(InternetFacing() channel with persistent messages, restricting the
nternetFacing(), . ? o
$Router,$TCU, im), retrieval of messages by protocol participants
tRouter ($Router) , ! TCU($TCU),

Toe er ($Router) S and the external attacker to once per message
!Target ($Target) , ..
!Pubk ($Target , pubkTarget) through external restrictions. Attackers can ex-

1--[ ... 1->I :

'Privét_TCU. Intermediate( tr:fmct messages if the}.f control the sender or re-
$TCU,wLf), ceiver entity or domamE

ChOut (InternetFacing(), .. .. .
Backend () ,$TCU, $Target ,om) ] In addition to compromising domains and

messages, we extend adversarial capabilities to
include compromising entities internal knowl-
Lenma secracy_except_key_reval: edge (Listing . Knowledge generated or ob-
W A1 1f #1 . Secret(1£)0i & tained by entities through messages, such as keys
(not Ex e #r . PkiBeveal(e)ar)  gpnd nonces, is stored in the system state as a
==> not Ex #k . K(1f)Qk " . .
fact. If an entity is compromised, a rule allows
this knowledge to be extracted from the state
and accessed by the attacker. We exemplify the
protocol modeling using a sample rule (Listing , demonstrating the modeling
of communication with the channel model for incoming and outgoing messages.
Protocol verification and [ARH] extraction are based on systematic evaluation
of parameterized over comprormise scenarios, represented in Tamarin using
lemmas. We analyze the secrecy property for the transmitted log file (Listing [4).
This lemma verifies whether the attacker can access the sent log file at any point.

Listing 3: Excerpt Rule for
Protocol

Listing 4: Lemma for Secrecy
[security property|

Tool Structure and Algorithms Our tool (Figure [5) enables fully
automated [ARH] evaluation and comprehensive assessment for a provided struc-
tured architecture and protocols model. The[ExACT|wrapper facilitates the anal-
ysis of allowing[ARH|analysis with [Tamarin] The foundation for
utilizing the [ExACT]tool is based on modeling done according to our structured
approach. The result is a[Tamarin| Architecture and Protocol Model representing
the case study, used as[ExACT]s input. The processing of the model by
begins with Preprocessing. In this step, individual models for all possible com-
promise scenarios are created through externalized compromise, extending the
models with rules that allow the attacker to take over affected components and
communication.

The result is a set of Enriched Models, used during Controlled Verification as

input for [Tamari

12 The attacker capabilities are limited to passive extraction in this context; invalidation
of security properties, for example, through the injection of session keys, is not
considered in this example.
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After execution, the Verification Results are stored (whiecuee

Protocol Model

in Tamarin-specific output formats and rendered as
graphical overviews of invalidating traces.

. ExACT
The parser structures the results into JSON format =] ===meeas

' Output and
during Postprocessing. Structured results per compro- || “" Vialaion
mise scenario from postprocessing are used for [ARH, |
Extraction and Score Generation. We use a prototyp- - ——
ical implementation of [ARH] algorithms to generate ' (Fued viow Seore-Generation | |
JSON result artifacts.

Our web interface prototype visualizes the results. Our !

graphical interface is a web-based application (Fig-
ure [6)). It allows evaluation of extracted and Contrlled
architecture scores concerning compromise scenarios. e

The prototype is limited to evaluating one protocol :

. . . . i K
and one specific [SP] with partial score evaluation Im- s b | (] escation Resuli

plemented in the web interface. ™ = =
The user interface features a core control element in =
the header, allowing restriction of the compromise set
size, i.e., the minimum and maximum number of ob- Fig. 5: [ExACT
jects. The result view can also be limited by type, entity, or domain, and the
start and target elements of the protocol can be hidden. The last control element
filters the results based on [SP|invalidation and specific
Our tool supports visualizing
— the data in graph and tabular
' ' representation. On the left side is
the result visualization in graph
form (Figure |§[) The header al-
lows restricting edge representa-
tion and limiting displayed nodes.
Nodes visualize individual com-
e R B o promise scenarios, color-coded
based on the associated [ARHI
Fig. 6: Screenshot GUI or their verification result (see
header). Edges represent all sets for which the current node is a subset. The ren-
dering library incorporates physics calculations to group nodes by their edges,
helping identify patterns indicating the involvement of compromise scenarios in-
validating Below the graph is the initial version of the architecture score
evaluation, displaying the number and set of components necessary for compro-
mising the protocol, but lacking the overall score calculation. On the right side
is the evaluation of compromise scenarios in tabular form (Figure [5). The table
displays [ARH]| results for a given scenario, consisting of entities and domains, as
well as verified and invalidated associated lemmas and relevant traces.

Postprocessing

Demonstration Example Finally, we discuss the evaluation (Figure@ of the
architecture and protocol presented in Chapter 2] Using we can assess
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the analyzed [SP] specifically the secrecy of the transmitted log file.
Based on the research question, the following questions arise:

— Is security maintained despite active compromise?

— What impact have components on security, and are there critical points?

— Does network segmentation improve a protocol’s security?
These points can be fully addressed using[ExACT] The secrecy of the log file, and
thus the security of the protocol and architecture, is not maintained under active
attack scenarios. Both UseCase and Target are critical points and single points
of failure because the start and end of the protocol possess the relevant file in
plaintext (which is typical and expected). The entities Tgw WithHsm, Router, and
TCU, as well as the domain CarlnternetFacing, are necessary but not sufficient
conditions for compromise. The smallest compromise subset consists of tuples,
always involving TgwWithHsm, highlighting TgwWithHsm’s critical role in the
protocol. The CarlnternetFacing domain, as the only network segment involved
in a compromise, demonstrates effective segmentation into different [TB] All other
domains are never responsible for compromise.

5 Related Work

Our contributions expand on existing research through various approaches and
concepts. We distinguish our work from other publications.

[2] extended the Dolev-Yao approach to stronger adversary models, including
compromising participant states. Our extension to the classic intro-
duces a strong adversary model, compromising network subsegments and proto-
col entities, tailored to the automotive domain, unlike existing literature.

[20] model fautomotive network architecture] variants using[CTMC] incorporating
exploitability scores and component patching rates, enabling the analysis of
through probabilistic model checking. [I0] formalize attacker privileges in vehicle
networks and derive attack trees. In contrast to existing work analyzing attacks
on our contribution enables the analysis of focusing on

[9] propose a method to generate sets of counterexamples for invariants of FSMs,
analyzing safety properties in the automotive domain. [30] propose counterex-
ample classification to summarize violating traces, providing a prototype for
the Alloy Analyzer. Our contribution enables a new approach by systematically
analyzing counterexamples for all compromise variant [SP]invalidations.

[16] generate a security score based on Bayesian networks, attack graphs, and
CVSS scores. Our contribution is more specific, assigning a comprehensive score
based on [formal verification| results regarding compromise resilience.

[22] propose DY{HP4| for reasoning about involving active adversaries, fo-
cusing on theoretical foundations. [I] extend the applied m-calculus to analyze
timed of cryptographic protocols, providing proofs for timed safety proper-
ties using Tamarin. In contrast our contributions enable the practical analysis
of security [HP]in the form of [ARH] through the proposed approach, framework

and prototypical tool (ExACT]).
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[24] developed a prototypical extension of for formal analysis of secu-
rity ceremonies, focusing on automatically generating input files using mutation
rules to model human behavior. In contrast, our prototype [ExACT]is a[Tamarin|
wrapper that controls adversary capabilities, focusing on compromise scenarios.
[7] analyze in multi-component systems such as Power Grid Communica-
tion and 5G under partial compromise. Unlike our approach, they integrate the

compromise directly into their formal model and do not analyze [hyperproperties]

6 Conclusion and Outlook

In this paper, we propose a novel approach for formal security protocol verifica-
tion of automotive architectures and protocols.

We developed a structured approach (C1) for formally modeling
and application protocols, particularly for internet-connected automo-

tive systems (RQ1). With the [CAR-model| our approach includes an adversary

model for component and network subsegment compromise, considering [ZTA]
and

We introduced a formal framework (C2) for evaluating petwork architectures
under compromise scenarios and the concept of [ARHs| (C2.1). These hyper-
allowed us to analyze the impact of compromised components and
network segments on the overall security of the protocols (RQ2, RQ3). To en-
able a deeper understanding of security dynamics within network architectures|
we propose including necessary but not sufficient conditions for compro-
mise, never responsible for compromise, minimal compromise sets, and single
points of failure. We proposed a scoring system (C2.2) to evaluate the validity
of relevant to application protocols in metwork architectures| (RQ4). Derived
from the evaluation of and the complexity of the architecture, this scoring
system enables the comparison of different architectural variants and associated
protocol implementations, providing a clear metric for assessing security robust-
ness.

To validate our contributions, we employed a case study involving an
[tive network architecture] and a sample protocol for the secure upload of log
files from a radar [ECU] to the backend, demonstrating the real-world applica-
bility of our approach. We successfully transformed the case studies and
relevant protocol into a [Tamarin| model, incorporating our extension properties
and rules. Using our prototypical tool (C3), we enabled the analysis of
specifically with We automated the verification, evalua-
tion, scoring, and visualization processes. Our contributions effectively addressed
the identified research questions. The structured modeling approach, evaluation
framework for [ARH] and scoring system provided a robust mechanism for as-
sessing and validating the of under compromise scenarios. We look
forward to advancing the prototypical implementation of into a fully-
fledged tool, offering security architects valuable support for their designs. We

aim to integrate with domain processes such as [18] and incor-

porate it into these workflows. To prepare for this, we plan to implement score
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calculation and the capability to evaluate multiple and protocols. We intend
to extend the evaluation of compromise scenarios to services and more granular
attacker capabilities. Optimizing algorithmic performance, either through native
integration of modeling approaches and [ARH] verification into or algo-
rithm improvements, is promising. Finally, we aim to formalize and implement
additional such as transitive compromise, compromise containment, or
compromise propagation.
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